KnubepbesonacHocTtb B ceTn " NHTepHeT"

NHdopmaumMoHHasa namMaTKa
ONs HeCcOBEepLUeHHONEeTHMX NO BonpocamMm Knbepbe3onacHoOCTH
B ceTu «HTEepHeT»

KomMmnbloTepHble BUPYCbI_

KomnbloTEepHBIN BUPYC - 3TO Pa3HOBMAHOCTb KOMMBIOTEPHBIX MPOrpaMM, OTIIMYMTENIBHOW OCOBEHHOCTbIO
KOTOPOW SIBNSIETCA CNOCOOHOCTb K Pa3MHOXEHUIO (KOMMpOBaHuio). B gononHeHne K aTomy, BUPYCbl MOTYT
NnoBpeanTb UMW MOSNTHOCTBIO YHUYTOXUTbL BCe hainbl U aHHble, MOAKOHTPOSbHbIE MOMb30BaTemNto, OT
UMEHW KoToporo Obina 3anylieHa 3apaxéHHas nporpaMmma, a Takke NoBpeanTb UMK faxe YHUUTOXUTb
onepaumoHHYy0 CMCTEMY CO BceMu havinamu B uernomMm. B GonbluMHCTBE crnyvyaeB pacnpoCTpaHsoTCs
BMPYCbl YEPE3 MHTEPHET.

MeToabl 3almThbl OT BPeAOHOCHbIX NPOrpamMm:

1. Vicnonb3yii coBpeMeHHbIE OnepaunoHHbIe CUCTEMbI, UMEIOLLME CEPbE3HbIN YPOBEHb 3aLLMTbI OT
BPEAOHOCHBIX NpOorpamm;

2. [loctosHHO ycTaHaBnuBam natyn (uudppoBble 3annaTky, KOTOPble aBTOMAaTUYECKU
yCTaHaBMMBAOTCS C Uenbilo  J0paboTkM nporpaMmbl) M Apyrne OOGHOBMNEHUsI CBOEN
onepauuoHHon cuctembl. CkaunBam nx TONbKO ¢ oduumansHoro camTa paspabotynka OC. Ecnim
CyLLeCTBYeT PEXUM aBTOMaTU4ECKOro 0OHOBNEHUS, BKIOUN €rO;

3. Pabotan Ha cBoeM KOMMbIOTEPE Mog NpaBaMu Nofb3oBaTens, a He agMuHucTpaTopa. JTo He
no3BoNnUT 6OMLLINHCTBY BPEOOHOCHBIX MPOrpaMM MHCTannMpoBaTbCA Ha TBOEM NEPCOHaNbHOM
KOMMbioTEpPE;

4. Wcnonb3yh aHTMBMPYCHble MpOrpamMMHble MPOAYKTbl  M3BECTHbIX MNpPOW3BOAMTENENn, C
aBTOMaTuyeckum obHosneHnem 6as;

5. OrpaHuyb (huranyecknii OCTYN K KOMMbIOTEPY A58 MOCTOPOHHUX NUL;

6. Wcnonb3yn BHelwHWe HOCUTENW WHMOPMauuUW, Takme Kak drewka, AWCK unum dann u3s
WHTepHeTa, TONbKO U3 NPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpbiBan KOMMbOTEPHbIE annbl, NOMyYeHHblE U3 HEHaOEéXHbIX MCTOYHUKOB. [axe Te
havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlydlie yTOYHN y Hero, oTnpasnsan nu oH Tebe unx.

Cetn WI-FI_

C nomouwbto WI-Fi moxHO nonyumTb 6ecnnaTHbIl MHTEPHET-4OCTYN B OOLLECTBEHHbIX MecTax: kade,
OTensx, TOProBbIX LIEHTpax M asponoprtax. Tak xe fABMAsSeTcsa OTNMYHOM BO3MOXHOCTbIO BbIXOA4a B
WHTepHeT. Ho MHorne akcnepTbl cunTtatoT, 4To obwenoctynHble WiFi ceTu He siBnsitoTcst Ge3onacHbIMu.

CoBeTbl N0 6e30nacHOCTU paboThbl B 06wenocTynHbix ceTax Wi-fi

1. He nepepaBati cBOW NNYHYIO MHopMauuto Yepes obweaoctynHele Wi-Fi cetn. PaboTas B Hux,
XenarternbHO He BBOOUTb MNaponiv SOCTYNa, NOrMHbI N Kakne-To HoMepa;

2. Wcnonb3yn un o0OHOBMNAW aHTUBMPYCHble nporpammbl M 6GpaHamayap. Tem cambiM  Thbl
obesonacuwb cebs OT 3akadku BUpyca Ha TBOE YCTPOMCTRBO;

3. [pu ncnonb3oBaHun Wi-Fi oTknioum dyHkumio «OBwmin gocTtyn K dannam v npuHTepamy.
[aHHasa pyHKUMA 3aKpbiTa N0 YMOMYaHWo, OAHaKO HEKOTOPble NONb3oBaTENN akTUBUPYIOT eé
Anst ynobcTea Mcnonb3oBaHusa B paboTe nnm yyebe;

4. He ucnonb3yn nybnuunein WI-FI ons nepegayn nuyHbIX OaHHbLIX, HAanpvuMep, NS Bbixo4a B
coumanbHble CETU UMK B SNEKTPOHHYIO NOYTY;

5. Vcnonb3yi Tonbko 3almieHHoe coegmHeHmne yepe3 HTTPS, a He HTTP, 1.e. npu Habope Beb-
agpeca BBoAM MMeHHO «https://»;

6. B mobunbHom TenedpoHe oTkmoum yHkumio «lMogknoyeHne k Wi-Fi aBTomaTnyeckmn». He
Jornyckam aBToMaTU4EeCKOro noaknoyeHunsa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHas ceTb - 3TO CalT, KOTOPbIN NPeaoCTaBnNseT BO3MOXHOCTb MOASM OCYLLECTBNATbL obLlieHne
Mexay cobor B MHTepHeTe. Yalle BCero B HUX ANS KaXKOOro 4enoBeka BbIOENSETCA CBOSA JMYHas
CTpaHu4Ka, Ha KOTOPOW OH yKa3biBaeT 0 cebe pasnuyHylo MHOPMaLNI, HAYMHas OT UMEHU, PaMUITUK U
3aKkaH4YMBas IMYHbIMKU  oTorpaduamu. MHorve nonb3oBaTenu He MNOHUMAaKT, YTO WHopmaums,
pasmeLlLeHHas MU B CoumarbHbIX CETAX, MOXET OblTb HangeHa 1 NCNoNb30BaHa KeM YrogHo, B TOM Yncrie
He ob6sa3aTenbHO ¢ 6rarMMmM HaMmepeHUsIMN.


https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx
https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx
https://38.rkn.gov.ru/docs/38/Pamjatka_po_kiberbezopasnosti_dlja_nesovershennoletnikh.docx

OCHOBHbIe coBeTbl N0 6e30NacHOCTU B colMuarnbHbIX CeTAX:

1. OrpaHnyb cnucok apysen. Y 1ebsi B Apy3baxX HE AOJPKHO ObiTh CriyYanHbIX 1 HE3HAKOMbIX N0AeN;

2. Bawmuiam cBOK 4YacCTHy XM3Hb. He ykasbiBam naponu, TenedoHbl, agpeca, gaTy TBOero
POXOEHUA WU OPYryK NUYHY0 MHAOPMAaLUIo. 3MOYMbILLNIEHHUKM MOMYT MCMNONb30BaTh Aaxe
MHOpPMaLMO O TOM, Kak Tbl 1 TBOWM POAUTENM NITaHUpyeTe NPOBECTU KaHWKYIbI;

3. 3awmuan cBok penyTaumio - 4epXu ee B YUCTOTe 1 3aaaBal cebe Bonpoc: xoTern 6bl Tbl, YTOObI
Apyrue nonb3oBaTenuM BuOEenu, 4YTo Thl 3arpyxaewb? [logyman, npexge 4Yem 4TO-TO
onybnnkoBaThb, HanMcaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuLb C N0AbMU, KOTOPbIX HE 3HAELLIb, HE UCMOJb3yI CBOE pearnbHOe NMSA U OPYTYIo
NNYHYIO MHAOPMALMK: UMS1, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. Wsberan pasmelieHusa dotorpacdun B NHTEepHeTe, roe Tbl M30bpakeH Ha MECTHOCTU, Mo
KOTOPOWN MOXXHO onpeaennTb TBoOe MECTOMNONOXEHNE;

6. [lpn pernctpaumm B couManbHOW CceTU HeobXxoAMMO MCMONb30BaTh CIIOXKHbLIE MApPONu,
cocTosme u3 6yks 1 LMdP U C KONNYECTBOM 3HAKOB HE MeHee 8;

7. [Ons coumanebHOM ceTu, NOYTbl U APYrNMX CanToB HEOBXOAMMO MCMONb30BaTh Pa3Hbie Naponu.
Torga ecnu Tebsi B3NoMatoT, TO 3MOYMbILLFIEHHMKN NONydaT JOCTYN TONbKO K OAHOMY MECTY, a
He BO Bce cpaay.

aﬂeKTpOHHble AeHbI'n

ONEeKTPOHHbIE AeHbIM — 3TO O4YeHb YAObOHbIM cnocob nnaTtexen, OQHAKO CYLLECTBYHOT MOLUEHHMKN,
KOTOpble XOTAT NONYyYNTb 3TU AEHBIN.

3J'IeKTpOHHbIe OEeHbIM NoABUINNCb coBceM HeaJaBHO N UMEHHO KU3-3a 3TOr0 BO MHOIMMX rocygapcrteax Ao Cux
nop He nponncaHo nNpo HMX B 3aKOHax.

B Poccuu xe oHun q})/HKLI,I/IOHVIp}/IOT N O HUX YyXXe MNMPOonncaHoO B 3aKoHe, rge ux pas3gendroT Ha HECKOJIbKO
BWOOB - aHOHNMHbIE U HE aHOHUMHbIE. Pa3HuLa B TOM, YTO @aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTca
nposoauTb onepaunn bes I/I,EI,eHTI/I(*)I/IKaLI,I/IVI nonb3oBaTtend, a B He aHOHUMHbIX I/I,EI,eHTI/I(*)I/IKaLI,VIVI
nonb3oBaTtens siBnsieTcs 06s3aTenbHON.

Tawkke cnegyeT pasnuyaTb 9NEKTPOHHble MaTHble AeHbrM (PaBHbl FOCY4APCTBEHHbIM BanioTam) K
9MEeKTPOHHble HedmaTHble OeHbIN (He paBHbl FOCYAapCTBEHHbIM BanoTam).

OcHOBHbIe coBeThbI N0 6e3onacHoOn paboTe € INEeKTPOHHbIMU AeHbramu:

1. TpwmBsXn K cHeTy MOBUNBHBLIV TenedoH. TO caMbli YAO6HbIN 1 BbICTPbIN CNOCO6 BOCCTAaHOBUTL
[ocTyn K cyeTy. NpuBA3aHHbIN TenedoH NOMOXeT, ecnn 3abyaellb CBOW NMAaTEXHbIN Naporb
Unu 3angellb Ha CanT ¢ HE3HaKOMOro YCTPOMCTBA;

2. Wcnonb3yn ogHopasosble naponu. lNocne nepexoaa Ha YCUNEHHY aBTopusaumio Tede yxe He
OyaeT yrpoxaTb ONacHOCTb KPaXky Unn nepexsara nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. NpecTtynHukam OyaeT He NpoOCTO yragaTb CHOXHbLIA MNaponb.
HapexHble naponu — 3To Naponu, KOTopble coaepXaTt He MeHee 8 3HAKOB M BKITOYaloT B cebs
CTPOYHbIE M NPOMUCHbIE OYKBbI, LUMPBLI N HECKONBKO CUMBOMOB, Takue Kak 3HaK gonnapa,
dyHTa, BocKNMUaTenbHbI 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NYHbIE AaHHbIE HA calTax, KOTOPbLIM He JoBepseLlb.

aneKTpOHHaﬂ noyTa

OneKTpoHHas no4YTa — 3TO TEXHONOMMSA U NPefoCTaBNseMble e YCryru Nno nepechinke U nonyyYeHuto
3NEKTPOHHbIX COOGLLEHWI, KOTopble pacnpeaensioTcs B KOMMbOTEPHON ceTu. OObIYHO 3MEKTPOHHBLIN
MoYTOBLIA SALLIMK BbIFMAOUT CcreaylolwmM o6pasoM: UMs_Monb3oBaTens@uMs_aoMeHa. Takke Kpome
nepeaayv NpocToro TekcTa, UMeeTcs BO3MOXHOCTb Nepeaasath dainbl.

OcHOBHbIe cOBeThI N0 6e3onacHon paboTe C INEeKTPOHHOMN MOYTON:

1. Hapo BbiGpaTb npaBWMbHbLIN MOYTOBLIN CcepBMC. B WHTepHeTe eCcTb OrpoMHbIN BbIGOP
BecnnaTtHbIX NOYTOBbIX CEPBMCOB, OAHAKO Nyylle AOBEPSTb TEM, KOTO 3HaELlb U KTO NepBbii B
penTuHre;

2. He ykasbiBan B NnUYHOW MoOYTE NUYHYHO UWHGopMauuo. Hanpumep, nydwe BbibpaTh
«My3blkanbHbIV_daHaT@» unu «pok2013» BmecTo «Temal3y;

3. Vicnomb3yh AByxaTanHyw asBTopu3aumio. OTO Korga MOMUMO Mapons HYXHO BBOAWUTb KOA,
npuceinaemoin no SMS;

4. Bblbepyn cnoxHbii naponb. NS Kagoro noyvToBOro silMKa AOMKEH OblTb CBOW HaOEXHbIN,
YCTOWYMBBIN K B3IOMY Naporb;



Ecnu ecTb BO3MOXHOCTb HanncaTb CaMOMY CBOW FIMYHbIA BONPOC, UCMOMb3YyN 3Ty BO3MOXHOCTb;
Mcnonb3yn HECKONbKO MOYTOBbIX ALWMKOB. [MepBbli ANS YacTHOW nepennckn ¢ agpecartamu,
KOTOPbIM Thl JOBEpPSiELLb. DTO ANEKTPOHHbIN aapec He HaAo UCNONb30BaTb NPU perncTpauun Ha
dopymax un cantax;

He oTkpbiBan hannsl 1 Apyrne BNoOXeHnsa B MMCbMax Aaxe eCcnv OHU NpULLK OT TBOUX APY3EN.
Jlydwe yTouHM y HUX, OTNpaBnsnm nim oHn Tebe atu dannbi;

Mocne okoH4YaHusi paboTbl Ha NMOYTOBOM CEpBMUCE Mepen 3akpbiTUEM BKIAOKM C CAWTOM He
3abygb HaxaTtb Ha «BbITuy.

KnbepOynnuHr unu BuptyanbHoe usaeBatenibCTBO

KnGepOynnmHr — npecnegoBaHue COOOLWEHUAMU, cCoaepKalnuMm ockopbreHus, arpeccuto, 3anyrBaHue;
XYNUraHcTBO; colnanbHoe 6oMKoTUPOBaHNE C MOMOLLbIO Pa3fMYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNGepOynnMUHrom:

1.

He Gpocalics B 60M. Jlydwimii cnocob: nocoBeToBaThCs Kak cebsi BECTU U, ECINIU HET TOTO, K KOMY
MOXHO 0D6paTUTBCS, TO BHaYane ycnokomTecs. Ecnu Tbl Ha4yHewWwb oTBeYaTb ockopbneHmsamn Ha
ockopOneHns, To TOMbKO eLle Bonblue pa3oxKellb KOH(IWKT;

YnpaBnsi cBoen knbeppenyrtaumen;

AHOHUMHOCTb B ceTu MHUMmas. CyliecTByoT cnocobbl BbIACHWUTb, KTO CTOUT 3@ aHOHWMHbIM
aKKayHTOM;

He ctouT Bectu xynuraHckum obpas BMPTyanbHOW XU3HW. VIHTEpHeT (uKcupyeT Bce TBOWU
AENCTBNSA U COXpaHsaeT ux. YaanuTtb nx byaeT KparHe 3aTpygHUTENbHO;

Beawn cebs BexnmBo;

WrHopvpyn eguHuyHbIn  HeratuB. OpHopasoBble OCKOPOUTENbHbIE COOOLIEHUA nyylle
urHopupoBatb. OBbIYHO arpeccus NpekpaLlaeTcs Ha HavyanbHON CcTaauu;

BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHLIMU COOBLLEHMSAMU, B COLMArbHbIX CETSX
€CTb BO3MOXXHOCTb GITOKMPOBKM OTNPaBKM COOBLLIEHUI C OnpeaeneHHbIX agpecos;

Ecnu 1ol cBupgeTene knbepbynnuHra. TBou AEWCTBUS: BbICTYNUTb NPOTUB MNpecrnegoBaTtens,
nokasaTb €My, YTO ero OeWCTBUS OLLEHMBAKTCA HEeraTMBHO, NogaepXaTb XepTBY, KOTOPOW
HYXXHa ncuxonormyeckas MOMOLLb, COOBLWNTL B3POCHbIM O (haKkTe arpecCMBHOIO NOBEAEHUS B
cetu.

Mo6unbHbIn TenedgoH

CoBpeMeHHble cMapTdOHbI U NaHLWeTbl cogepkaT B cebe BnosiHe B3pOoChbl (OYHKLUMOHANM, U Tenepb OHU
MOTYyT KOHKYpMpOBaTb CO CTaLMOHapHbIMU KOoMMbtoTepamu. OgHako, cpeAcTB 3aluTbl Ans Nogo0OHbIX
YCTPOWMCTB Noka o4eHb Mano. TecTUpoBaHMe 1 NOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT He Tak MHTEHCUBHO,
kak ans MK, 1o e camoe kacaeTcsi U1 MOBUMNBbHBIX MPUNOXEHWUIA.

COBpeMeHHbIe MOBUIbHbIE 6pay3epb| yXe npakTu4eckn p[orHanm HacTollbHble aHanoru, opgHako
pacLimnpeHue (*)yHKLI,MOHaJ'Ia BneveT 3a cobon 60ﬂbLIJyIO CINOXXHOCTb U MEeHbLUYH 3allULLEeHHOCTb.

[aneko He Bce npon3BoaAnNTENN BbIMYCKaKOT OobOHoBNEHUS, 3aKpbliBawWMe KpUTn4eckme yAa3BMMoCTn Onda
CBOUX YCTpOIZCTB.

OcHoOBHbIe coBeTbl AnA 6e30MacHOCTU MOOUITBHOro Tene(bOHa:

1.

2.

Byob octopoxeH, Beab korga Tebe npegnaratoT GecnnaTtHbIi KOHTEHT, B HEM MOryT ObiTb
CKpbITbl KakMe-To NnaTHble YCnyru;

Oyman, npexge vyem otnpasute SMS, hoTo nnm Buaeo. Tel TOYHO 3HaAELWb, rae oHW OyayT B
KOHEYHOM uTtore?

Heobxoanmo oOHOBNATH ONEpaLMOHHY0 CUCTEMY TBOEro CMapTdOHa;

Wcnonb3yit aHTMBUPYCHbIE NMpOrpaMMbl 451 MOBUIbHBIX TeNnedoHOoB;

He 3arpyxan npunoxeHusi OT HEU3BECTHOIO0 WCTOYHWKA, Bedb OHW MOryT coaepxaTb
BpeOOoHOCHOE NporpammHoe obecneveHue;

[Mocne Toro kak Tbl BblAelb C canTa, rae BBOAMI NUYHYI0 UHOPMaLIMIO, 3ainan B HACTPOMKN
Opaysepa u yganu cookies;

Mepuopgmnyeckn NpoBepsivi Kakme nraTHbIe YCITyrM akTMBMPOBaHbI HA TBOEM HOMEPE;

HaBan cBon HOMep MOGWUNbHOroO TenedoHa TOMbKO IOOAM, KOTOPbIX Tbl 3HAelWb U KOMY
AoBepsieLlb;

Bluetooth pgomkeH ObITb BbIKMOYEH, KOrda Thl MM He Monb3yewbcs. He 3abbiBan mHOrga
npoBepsTh 3TO.

DUWKNHT nnun KpaXxa NMINYHbIX AaHHbIX



MmaBHasa uenb pUWWHT - BuAa MHTepHeT-MOLEHHNYEeCTBa, COCTOMT B MOMyYeHUN KOHMMAEHLMANbHbIX
OaHHbIX Nonb3oBaTenen — forMHoB 1 naponen. Ha aHrnunckom a3sbike phishing yntaetca kak pULLKHE (0T
fishing — pbibHas noeng, password — naponb).
OCcHOBHbIe coBeTbl N0 60pb6e ¢ PULLMHIOM:

1.

5.
6.
7

Cneam 3a cBouMM akkayHTom. Ecnu Tbl nogospeBaellb, YTO TBOSA aHKeTa Obina B3nomaHa, To
HeobxoaMMo 3abroKMpoBaTh ee U COOBLWNTbL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO
CKopee;

Wcnonb3yin 6e3onacHble BeO-CanThbl, B TOM YMCHE, UHTEPHET-MarasuHoOB U MOUCKOBbLIX CUCTEM;
Wcnonb3yn cnoxHble u pasHble naponu. Takum obpas3om, ecrnm Teba B3nomaloT, TO
3M10YMbILLIEHHVKW MOSTydaT AOCTYN TOMbKO K OA4HOMY TBOEMY NPOduIio B CETU, @ HE KO BCEM;
Ecnn T1ebs B3nomann, To Heobxoaumo npedynpeaunTb BCEX CBOMX 3HAKOMbIX, KOTOpble
pobaBneHbl y Tebs B A4py3bsiX, 0 TOM, YTO TebA B3nomManu n, BO3MOXHO, OT TBOEro UMeHun byaet
paccbinaTbCs cnam U CChifkU Ha (PULLNMHIOBbLIE CaNThl;

YcTtaHosu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;

OTknouM coxpaHeHue napons B 6paysepe;

He oTkpbiBan annbl 1 Apyrue BNOXeHUs: B MMCbMax Aaxe eCrnv OHU NPULLNKY OT TBOUX ApPY3eN.
Jlydwe yTouHn y HUX, OTNpaBnsanu nm oHn Tebe atn canneoi.

Bpewms nybnvkaumm: 02.06.2020 11:13



